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§318.7

(a) A brief description of what hap-
pened, including the date of the breach
and the date of the discovery of the
breach, if known;

(b) A description of the types of unse-
cured PHR identifiable health informa-
tion that were involved in the breach
(such as full name, Social Security
number, date of birth, home address,
account number, or disability code);

(c) Steps individuals should take to
protect themselves from potential
harm resulting from the breach;

(d) A brief description of what the en-
tity that suffered the breach is doing
to investigate the breach, to mitigate
harm, and to protect against any fur-
ther breaches; and

(e) Contact procedures for individuals
to ask questions or learn additional in-
formation, which shall include a toll-
free telephone number, an email ad-
dress, Web site, or postal address.

16 CFR Ch. | (1-1-10 Edition)

§318.7 Enforcement.

A violation of this part shall be
treated as an unfair or deceptive act or
practice in violation of a regulation
under §18(a)(1)(B) of the Federal Trade
Commission Act (156 U.S.C. 57a(a)(1)(B))
regarding unfair or deceptive acts or
practices.

§318.8 Effective date.

This part shall apply to breaches of
security that are discovered on or after
September 24, 2009.

§318.9 Sunset.

If new legislation is enacted estab-
lishing requirements for notification in
the case of a breach of security that
apply to entities covered by this part,
the provisions of this part shall not
apply to breaches of security discov-
ered on or after the effective date of
regulations implementing such legisla-
tion.
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